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QUESTIONS
1. What is TCP? 
2. What is UDP? 
3. Discuss the difference between Connection oriented and connectionless protocols and give examples. 
4. Provide a diagram of TCP/IP. 
5. Compare and contrast layers both in TCP and OSI models (What make up each layers in OSI and vice versa). 
6. Compare IPV4 and IPV6.
ANSWERS
	1. What is TCP? TCP (Transmission Control Protocol) is a core transport ‑ layer protocol in the Internet protocol suite. It is connection oriented, meaning a connection must be established before data transfer is possible. TCP ensures:
· Reliable delivery (lost packets are retransmitted)
· Ordered delivery (packets arrive in the order sent)
· Error checking (checksums, sequence numbers)
· Flow control (to prevent sender overwhelming the receiver)
· Congestion control (to avoid network overload)
2. What is UDP?
UDP (User Datagram Protocol) is a simpler, connectionless transport protocol. Its main characteristics include:
· No connection setup: each datagram is sent independently.
· No guarantee of delivery, ordering, or error recovery (beyond a checksum).
· Minimal overhead (no retransmissions, no flow control).
· Useful when speed is critical and occasional packet loss is acceptable.
3. Differences between Connection ‑ Oriented and Connectionless Protocols
	Characteristic
	Connection ‑ Oriented Protocols
	Connectionless Protocols

	Setup / Teardown
	Requires explicit connection setup and teardown
	No setup or teardown phase

	Reliability / Error Control
	Retransmissions, acknowledgments, error detection
	Basic error detection (e.g., checksum) only

	Ordering
	Guarantees in‑order delivery
	Packets may arrive out of order

	Overhead / Complexity
	Higher due to state, control messages
	Lower, simpler design

	State Maintenance
	Endpoints keep state (connection info)
	Stateless per packet

	Examples
	TCP, SCTP
	UDP, raw IP (datagram service)


4. Diagram of the TCP/IP Model
Below is a textual diagram of the 4‑layer TCP/IP model:
+---------------------+----------------------+--------------------+-----------------------------+
| Application Layer   | Transport Layer      | Internet Layer        | Network Access Layer        |
+---------------------+----------------------+--------------------+-----------------------------+
| HTTP, FTP, DNS, SMTP| TCP, UDP             | IP (IPv4 / IPv6), ICMP, IGMP | Ethernet, Wi‑Fi, ARP, PPP |
+---------------------+----------------------+--------------------+-----------------------------+


5. Comparing: TCP/IP Model vs OSI Model
OSI Model Layers & Functions
1. Physical — raw bit transmission over physical medium (cables, signal levels)
2. Data Link — framing, MAC addressing, error detection/correction, link control
3. Network — routing, addressing, packet forwarding
4. Transport — end‑to‑end communication, reliability, flow control
5. Session — session establishment, maintenance, termination
6. Presentation — data translation, encryption, compression
7. Application — interface for applications, network services
TCP/IP Model & Mapping
	OSI Layer(s)
	TCP/IP Layer
	Functions / Protocols Included

	Application, Presentation, Session
	Application Layer
	HTTP, FTP, DNS, SMTP, TLS/SSL, etc.

	Transport
	Transport Layer
	TCP, UDP

	Network / Internet
	Internet Layer
	IP (IPv4, IPv6), ICMP, IGMP, routing

	Data Link + Physical
	Network Access Layer
	Ethernet, Wi‑Fi (802.11), ARP, PPP, framing, encoding


Key Differences:
· The TCP/IP model merges OSI’s top three layers (Application, Presentation, Session) into one Application layer.
· TCP/IP’s Network Access (or Link) layer encompasses both Physical and Data Link layers of OSI.
· TCP/IP is more pragmatic and implementation driven, whereas OSI is more theoretical and descriptive.

6. Comparing IPv4 vs IPv6
	Feature
	IPv4
	IPv6

	Address Size
	32 bits (4 octets)
	128 bits (16 bytes)

	Address Notation
	Dotted decimal (e.g. 192.168.0.1)
	Hexadecimal, colon notation (e.g. 2001:0db8::1)

	Address Space
	~4.3 billion addresses
	Immense (2^128 addresses)

	Header Complexity
	Variable header with options, includes header checksum
	Fixed header (simpler), no header checksum

	Broadcast Support
	Supports broadcast
	No broadcast; uses multicast / anycast

	Configuration
	Manual, DHCP
	Stateless address autoconfiguration (SLAAC), DHCPv6

	Fragmentation
	By sender and routers
	Only by sender; routers do not fragment

	NAT Necessity
	Common (due to scarcity of addresses)
	Less or no need for NAT

	IPv6-only Features
	—
	Built-in IPsec, better support for mobility, flow labels

	Compatibility Strategy
	—
	Dual stack, tunneling, translation mechanisms



